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(54) Abstract Title 

Electronic certificate with validity subject to externa! conditions 

(57) An electronic or digital certificate has content data specifying an attribute delegation, some benefit or 
right conferred by the certificate, from an identified Issuer to the subject of the certificate. The content data 
also specifies a condition (40) that must be met tor the delegation to be valid. The certificate may identify the 
subject who is delegated the attribute by the certificate or any subject which satisfies the condition may be 
delegated the attribute. The condition requires that a particular subject must have a particular attribute in 
order to meet the criteria for the condition, this particular subject may or may not be the same as the subject of 
the certificate. 

The condition may specify multiple attributes that the particular subject must have which may be 
combined in a logical relationship. 

The certificate also Includes an electronic or digital signature confirming its contents and may be an 
SPKJ certificate. 

Reduction and trust chain discovery engines for use with the certificates are also disclosed. 
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